Privacy-Friendly Personality Recognition in Social Media: A Case Study of Chinese WeChat Users | SpringerLink

2020/1/10, 9(53 AM

Privacy-Friendly Personality
Recognition in Social Media: A Case
Study of Chinese WeChat Users
International Conference on Applications and Techniques in Cyber Security and
Intelligence
ATCI 2019: International Conference on Applications and Techniques in Cyber
Intelligence ATCI 2019 pp 2013-2025 | Cite as
Qian Xiong (1)
Shiguang Ni (2) Email author (ni.shiguang@sz.tsinghua.edu.cn)
Yekai Xu (1)
Qianjing Zhang (1)
Kaiping Peng (3)
1. Tsinghua-Berkeley Shenzhen Institute, Tsinghua University, , Shenzhen, China
2. Graduate School at Shenzhen, Tsinghua University, , Shenzhen, China
3. Department of Psychology, Tsinghua University, , Beijing, China
Conference paper
First Online: 31 July 2019
Part of the Advances in Intelligent Systems and Computing book series (AISC,
volume 1017)

Abstract
Social media like Facebook, WeChat, YouTube, Weibo and twitter, which
generated a huge amount of data every second, which push forward the research
about behavior and interactions, such us personality computation. Although
personality recognition on social media is of growing interest, past research has
not directly examined its potential values in eastern cultural circumstances.
Besides, current researchers generally use user-generated information, mainly
texts or pictures posted by users, which has caused serious data scandal last year.
The present study proposes that privacy friendly personality recognition can be
built in practice based on a case study of Chinese personality on WeChat. We use
less user-generated information to better protect user privacy and explore the
Chinese WeChat users’ personalities. The accuracy of our experiments is 54–67%,
which verifies the effectiveness of this scheme. Implications of the function of
privacy-friendly personality recognition and other future directions are discussed.
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1 Introduction
1.1 Personality and Personality Recognition
Generally speaking, personality refers to consistent behavior patterns and
interpersonal relationships from individuals [1]. The uniqueness and decisiveness
of ones personality make it the basic psychological function that distinguishes one
person from another [2]. Since personality hardly changes with age, it can provide
a relatively stable personal assessment, e.g., mental health, physical health,
quality of intimate relationships, career choice and satisfaction, workplace
performance and political ideology [3]. Therefore, personality is considered to be
an essential component in the study of people, and personality analysis has thus
become pivotal. In the field of personality psychology, the Big Five personality
structures are the most widely accepted theoretical framework (shown in Fig. 1).

Fig. 1.
Big five personality traits.
Traditionally, non-digital technologies represented by self-reporting are the main
methods for personality recognition [4, 5]. Self-reporting relies on questionnaire
to collect information about the participants for analyzing. It is easy to carry out
and comparably accurate. However, due to the limitations of participant
https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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recruitment and cost, it is impossible for self-reporting method to conduct wideranging census and real-time analysis [6, 7]. As a result, personality analysis
methods are in urgent need of improvement in the digital age.

1.2 Social Media and WeChat
Social media are interactive computer-mediated technologies that facilitate the
creation and sharing of information, ideas, career interests and other forms of
expression via virtual communities and networks [8]. Various independent and
built-in social media services currently available. Some of the most popular social
media websites, with over 100 million registered users, include Facebook,
YouTube, WeChat, Instagram, QQ, QZone, Weibo, Twitter, Tumblr, Reddit, Baidu
Tieba, LinkedIn, LINE, Snapchat, Pinterest, Viber, and VK.
Developed by Tencent and first released in 2011, WeChat has more than 1 billion
active users every day, which makes it one of the leading social applications in the
world [9, 10, 11]. The rich features and functions of Wechat have made it provide
enormous data for psychology-related experiments and research.

1.3 Related Works
To perform personality analysis of online users, psychologists are interested in the
relationship between psychological characteristics (e.g. personality traits) and
online behaviors. Previous studies have shown that personality is the determining
factor affecting social network usage behavior [12, 13], and the personality
characteristics of online social network users can be reflected in their network
usage behaviors [14].
Recently, some researchers have attempted to predict the personality
characteristics of users through their digital records of SNS use behavior. For
instance, Globeck tried to predict web users’ personality traits through text
features on Facebook and Twitter [15, 16]. However, these studies are limited by
small scales and sampling techniques. The performance of established prediction
models is evaluated by goodness-of-fit indices (e.g., Mean Absolute Error or Root
Mean-Square Error), which is sensitive to sampling biases. Therefore, in order to
confirm the previous results, further evidence needs to be provided for the new
method. Some researchers try to apply user generated data to predict personality.
Asadzadeh and Rahimi used Facebook likes and other digital records of users to
realize personality recognition under the Big Five personality model, and reach
high accuracy in recognizing openness and extraversion [17]. Eftekhar and
colleagues applied photos posted by users on Facebook to capture offline
personality information. As the most popular Social Media platform, a
comparison table about WeChat, Facebook, and Twitter is shown in Fig. 2.

https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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Fig. 2.
Relative research comparison
In summary, previous researches focused on the relevance between personality
traits and user-generated information. This correlation-based can reach a
satisfactory accuracy in some cases. However, the disadvantages of these methods
are equally noteworthy. To start with, the unlimited use of user-generated
information is a significant threat to users privacy. Also, East Asia populations are
seldom chosen as the research objects, as well as popular social media in the
region, e.g., WeChat and LINE. As two of the most influential social applications
in the world, their value for research is seriously underrated. Thirdly, the labeling
of network usage behavior still relies on self-reporting techniques.

1.4 Our Work and Contributions
In this paper, a privacy-friendly method for personality recognition is presented.
This paper focuses on the following two problems.
Firstly, protect the privacy. In this paper, relatively less user-generated
information was used to perform personality recognition and analysis, which
better protects the privacy of individual users.
Secondly, not just people from Europe and the United States. Currently, more
than 95% of the research objects are English-speaking European and American
populations. Personality varies greatly in different cultures and geographies [18],
and has different impacts in different backgrounds [19]. Therefore, it is of
significance to apply social-media-based personality recognition to the neglected
population of oriental people in the Chinese context.
Our contributions are as follows. First, a social media based personality analysis
model is established and examined. The feasibility of applying social media data
to estimate the personality of Chinese population is proved. Second, different
from most similar studies using user-generated data, this paper provides an
alternative choice which does not involve user privacy. Third, we first apply
WeChat (https://weixin.qq.com (https://weixin.qq.com)) data for the
recognition and analysis of Chinese users personality. Previous studies mainly
focus on western populations and Facebook users. However, as one of the most
populous groups in the world, Chinese are generally under-represented in the
digital age. WeChat is also a neglected data source in research. Our study is the
https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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first to combine the two. Our research procedures are shown in Fig. 3.

Fig. 3.
Research paradigm of personality analysis based on social network

2 Research Illustration
2.1 Participants
A total of 313 Chinese WeChat users agreed to take part in this study voluntarily,
within which 162 were male and 217 were female, and 42% were college students.
All participants were over 18 and their average age was 25.08.

2.2 Personality Traits
In order to assess the Five Personality Traits, a number of measuring instruments
have been developed, for example, Costa and McCrae’s Neo [20] and Goldberg’s
TDA [21]. Among them, John’s 44 Big Five Inventory (BFI) is one of the most
widely used short measurement methods of five personality traits [22]. The BFI
questionnaire measures five subscales of the Big Five structure: Openness (10
items), Conscientiousness (9 items), Extraversion (8 items), Agreeableness (9
items), and Neuroticism (8 items). These items consist of short and easy-tounderstand phrases that are used to evaluate the prototype characteristics of each
of the five dimensions defined. We chose BFI as the measurement tool in this
study for their effectiveness and accuracy.

2.3 Data Description
In this study, participants were asked to complete the Chinese version of BFI via
WeChat. In our data, the Cronbachs alphas for the Openness, Conscientiousness,
Extraversion, Agreeableness, and Neuroticism subscales were 0.68, 0.69, 0.72,
0.67 and 0.71, respectively. For all 313 participants, the average and standard
deviation of each personality dimension score were assessed as shown in Table 1.
Table 1.
Mean value and standard deviation of scores on five dimensions of big-five
personality traits (n = 313).
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Mean value Standard deviation

3.38

0.35

Agreeableness 2.44

0.79

Consciousness 3.17

0.24

Neuroticism

2.06

0.80

Openness

1.96

0.49

2.4 Personality Recognition Evaluation
Previous studies in personality prediction mainly evaluate the performance by
mathematical index, such as the correlation between predicted score and ground
truth. Compared with overall performance of all users, real world service
providers are more interested in users that are extremely positive or negative.
Referring to peer studies, we do not use traditional machine learning indicators,
such as Accuracy, RECALL, F1 Score, etc., but develop realistic indicators to
measure the quality of the model. As a result, a binary classification system of
positive and negative users is used in the evaluation metric of this study. Firstly,
extreme users, including both positive and negative users, are to be found [22].
Secondly, a Specific Accuracy Improvement Formula – the accuracy and precision
matrix are defined as follows:

Extreme Accuracy Rate (EAR):
The precision rate for positive/negative users is defined as below:

𝐸𝐴𝑅 =

(#𝑟𝑖𝑔ℎ𝑡_𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑_𝑒𝑥𝑡𝑟𝑒𝑚𝑒_𝑢𝑠𝑒𝑟𝑠)
(𝑡𝑜𝑡𝑎𝑙_𝑒𝑥𝑡𝑟𝑒𝑚𝑒_𝑢𝑠𝑒𝑟𝑠)

Extreme Precision Rate (EPR):
The accuracy rate for extreme users is defined as below:

𝐸𝑃 𝑅 =

(#𝑟𝑖𝑔ℎ𝑡_𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑_𝑢𝑠𝑒𝑟𝑠)
(𝑡𝑜𝑡𝑎𝑙_𝑠𝑎𝑚𝑝𝑙𝑒_𝑢𝑠𝑒𝑟𝑠)

3 Research Preparation
https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent

Page 6 of 21

Privacy-Friendly Personality Recognition in Social Media: A Case Study of Chinese WeChat Users | SpringerLink

2020/1/10, 9(53 AM

Refer to the research process in Fig. 3, a three-step procedure was executed before
the formal modeling: (a) Extracting labels, (b) selecting active users and (c)
collecting data.

3.1 Extraction of Personality Traits Labels
As shown in Table 2, based on the average and standard deviation, a three-class
segmentation is adopted to classify positive (recorded as +1), neural (recorded as
0), and negative (recorded as −1) for each dimension in the Big Five, and the
personality traits is thus standardized.
Table 2.
Proportion of three-class segmentation in each dimension of big five personality.

Traits

Positive (+1) Negative (−1) Neutral (0)

Agreeableness 13.50%

18.80%

67.70%

Consciousness 13.80%

16.60%

69.50%

Extraversion

13.80%

14.20%

72.00%

Neuroticism

13.80%

16.00%

70.20%

Openness

14.20%

13.20%

72.60%

3.2 Selection of Active Users
Differing from other studies, only active users are selected as research objects in
this study. The reason is that active users digital records are sufficient enough for
in-depth analysis and recognition of personality. Therefore, active users filtering
is necessary.
Active users are selected in two steps. (a) Rule-based filtering; (b) Manual
screening.
1. (a)

https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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Rule-based filtering. WeChat has a definition of active users, judging active
or not via indicators like frequency of log in, length of use, etc. A list of 332
potential active users was then confirmed.

2. (b)
Manual screening. Among 332 users selected by rule-based filtering, 19
users have less than 10 friends. They should be classified as inactive users.
The final number of user samples that can be used for user personality
recognition is 313.

3.3 Collection of Social Media Data
Most of the existing research is based on user-generated data, such as the text,
pictures, expressions, video screens from user. But on the contrary, for privacy
friendly, very little user-generated data were used in the research (only public
signatures, nicknames). Instead, comparatively more usages and statistics
information were utilized.
Given a user i, the various information collected from WeChat is denoted as a set
of digital trace instances.

𝑈𝑖 = {𝐷𝑖,𝑚 , 𝐼𝑖,𝑛 , 𝐴𝑖,𝑜 }
where 𝑚 + 𝑛 + 𝑜 = 𝑀
where 𝐷𝑖,𝑚 , 𝐼𝑖,𝑛 , 𝐴𝑖,𝑜 represents an ensemble of User description data, User

interaction data and User app usage data and in user is digital traces respectively.
Examples and explanations are shown in Table 3.
Table 3.
User social media usage feature examples.

https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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Explanation

User
description Age, gender, signature
data

User public data, everyone
can see it in the introduction
page

User
Friends number, groups number,
interaction
number of messages received
data

User statistical data when
communicate by WeChat

User’s reading interest, number of
User app
user moment invoices, user moment
usage data
likes

Other footprints when user
uses WeChat

Finally, 36 types of WeChat features in March, 2018 were obtained.

4 Modelling Process
For three parts of user-footprints dataset, different data processing methods were
applied for different types of user social information.
1. (1)
Text information-User Signatures: Unlike other studies with rich usergenerated data, user signatures and nicknames are the only textual
information available in this research. User nicknames consist of Chinese
characters, letters, numbers, special symbols and expressions, ranging in
length from 1 to 27. Compared with signatures, nicknames contain a small
amount of information and its processing is more complicated. Therefore,
this feature is usually not included in researches.
In WeChat, users signature can have up to 30 characters. Usually, users
will fill in their mood, dynamics, celebrity quotes, etc., or choose not to fill
out. 36.4% of our participants didn’t fill in. In this study, sentiment
analysis was performed on the users signature. The interface of Snow NLP
is called to obtain the emotional score corresponding to each signature (0–
1, 0 means negative, 1 means positive), and the user who lacks signature is
recorded as 0.5 (neutral). An example is shown in Fig. 4.

https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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Fig. 4.
Users nickname and signature example

2. (2)
Matrix feature-Users reading interest: Users reading interest is one of the
unique features of WeChat. This paper chose the users reading interest
matrix as shown in Table 4. Some individuals or companies will post
pushes on WeChat’s official accounts. The apps background will define
them in different categories, and each article will be categorized. The
reading interest is the type of article that the user has read. Different users
will have different interests or reading habits because of their personality
or character.
Table 4.
User reading interest information examples.

User

User1

User2

Reading interest 1 Undergraduate education Cars

Reading times

4

197

Reading interest 2 Job recruitment

History

Reading times

95

2

Reading interest 3 Security

Lottery tickets

Reading times

28

1

WeChat has a total of 150 reading categories. In our study, the sample
users’ reading interest involved 69 of them. Turn reading interest into a
matrix, some of the categories are rarely read, and the matrix is very
sparse. Therefore, the top 50 most read categories (each category has at
least 169 users read) are chosen to reduce the true dimension and
sparseness of the sentence, as is shown in Fig. 5 (For convenience, we use
code (r1–r50) names for each category).

https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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Fig. 5.
Dimensional reading interest matrix

3. (3)
Other features-Standardized user footprint information: Other WeChat
behaviors digital footprints, such as the number of friends
receiving/transmitting messages, the number of friends, are presented in
the form of statistical data. Only standardization is required before
modeling. We use the 0–1 standardization method here.

4.1 Collection of Social Media Data
Thereby, all the users SNS information is processed. Then, obtained features were
selected by Pearson Correlations. Based on correlation, we get a heat-map.
Considering the lack of space, only a local heat-map is presented in Fig. 6. It is
easy to find that most of the characteristics are not highly correlated with several
personalities because they are non user-generated data. According to the heatmap, when calculate each traits, we take the other four personalities as features.

https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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Fig. 6.
Correlation heat-map about part of features and personality
Different personality trait has different factors. According to correlations, the 14
most important features are shown in the Fig. 7.

Fig. 7.
Important features for each personality trait
We found that the correlation coefficients of traits related to Conscientiousness
are generally relatively high, and those related to Neuroticism are generally
relatively low. Overall, the most important features contains: reading interests,
user friends, group number, group chat first message, attention to the public
number, friends circle like comments, age, log in times. These important features
are consistent with other existing research descriptions.

https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent

Page 12 of 21

Privacy-Friendly Personality Recognition in Social Media: A Case Study of Chinese WeChat Users | SpringerLink

2020/1/10, 9(53 AM

r51 means literature, r39 means Painting and Calligraphy, r55
means Training school, r65 means Career, r44 means Jewellery,
r57 means Go abroad, r8 means Job hunting, r66 means Law, r30
means Health insurance, r43 means Traffic News, r12 means
Music, r56 means Foreign Languages, r37 means Places, r58
means Cultural Geography. The Five Personality Traits are closely
related to each other. And surprisingly, although the correlation
coefficients are different, the most important characteristics of
Extroversion and Neuroticism are almost identical.

4.2 Model Training
The approach we proposed is shown in Fig. 8.

Fig. 8.
The privacy-friendly personality recognition flow diagram
The following Supervised Machine Learning algorithms are analyzed to build the
recognition models: Logistic Regression (LR), Bayesian Linear Regression, Neural
Network, Linear Regression, Decision Forest, Boosted Decision Tree, Random
Forest, Support Vector Machine (SVM). Deep learning algorithms are also applied
to improve the models. Besides the term frequency features, term weights such as
TF-IDF and entropy is also considered. We evaluate models using N-fold crossvalidation approach. Comparing the EAR, EPR result, the best model is LR and
SVM.
Specifically, we randomly divide the data into 10 equal-sized subgroups. Each
subgroup was then used to test the models built on the other nine subgroups.
After 10 rounds of model training, we integrate the results of 10 model training

https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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into one final model. It is noteworthy that the test data could not be included in
the training data in the cross-validation process based on the out-of-sample
estimation method.
In addition, we used a toolkit called libsvm (http://140.112.30.28/cjlin
(http://140.112.30.28/cjlin)) to improve Support Vector Machine model. The
component of SVM model includes a kernel function and its corresponding
parameters. For the RBF kernels, Gamma and Cost (c, the balance between model
accuracy and generalization ability) are important parameters to determine the
performance of SVM models. In order to improve the performance of the SVM
model, the grid search method is used to adjust these two parameters. When Cost
= 10, Gmma = 0.01, the model performs best.

4.3 Model Result
The accuracy calculation results, EAR, EPR of totally five personality traits for
SVM, LR and libsvm are shown in Table 5.
Table 5.
Model accuracy results.

Index Accuracy Method

EAR

0.678

SVM

EPR

0.568

SVM

EAR

0.624

LR

EPR

0.632

LR

EAR

0.601

libSVM

EPR

0.547

libSVM

The results are compared with other existing researches as shown in Fig. 9. In the
histogram, the blue one is the highest accuracy rate of the state-of-the-art [23],
the orange one is the result of a widely cited article [24], the gray one is the result
of a recent study [25], and the yellow one is the accuracy of this paper. Although
the accuracy is not particularly high, it verifies the validity of the Privacy-Friendly
Social Networks Personality Recognition Method proposed in this paper.

https://link.springer.com/chapter/10.1007/978-3-030-25128-4_263#aboutcontent
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Fig. 9.
Comparison of research results

5 Conclusion
In this paper, a new research scheme in social media called Privacy-Friendly
Personality Recognition was proposed to predict personality while protecting the
privacy. In addition, we showed the required technical steps to perform this kind
of research in Chinese people. It seems more difficult to obtain high prediction
accuracy than user generated information method. But we proved the certain
explanatory and predictive ability of this privacy-friendly personality recognition
and analysis method.

6 Future Work
This study serves as a preliminary exploration of privacy-friendly Chinese user
personality analysis. Studying user personality based on social media not only has
high interdisciplinary application value, but also provides new impetus for
traditional psychology research, and also plays an important role in the
development of social media itself. The personality research of course, also pose
ethical challenges concerning peoples privacy, security, and trust [26]. How to
recognize users personality, observe users mental health, and improve user
experience from the perspective of humanity while protecting user privacy will be
a problem that all researchers must consider in the future.
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